
APTILO IOT CCS

Leave your mobile core 
untouched and innovate 
from the cloud!

Enea Aptilo IoT Connectivity 
Control Service (IoT CCS), adds 
a hyperscale programmable 
layer of IoT policy, security and 
automation to what mobile 
operators already have.

The key in this category was to bring real innovation in the market, and this is what Enea 
does. One jury member liked the fact that Aptilo IoT CCS addresses a real problem for 
mobile operators, enabling them to profitably launch IoT services while meeting the 
needs of enterprise customers, and another member said it had hyperscale potential.

Matt Hatton - Transforma Insights 
Presenting the Jury’s motivation at the 2021 WCA IoT Innovation AwardIoT  

Innovation

*) Industry Award wins include: World Communication Awards (WCA),  GLOTEL,  Asia Communication Awards, Telecom World ME and Compass Innovation.

The unique, innovative, and award-winning* Enea 
Aptilo IoT Connectivity Control Service™ (IoT CCS) 
introduces a new solution category that has never 
been seen before—a hyperscale programmable 
layer for cellular IoT connectivity control, security, 
and automation.  It is delivered as a unique instance 
per mobile operator, hosted on Amazon AWS. 

With Aptilo IoT CCS, mobile operators can innovate 
from the cloud and create new IoT connectivity services 
previously considered unthinkable. They can do so 
instantaneously and for a fraction of the alternative 
cost with our pay-as-you-grow service model.
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APTILO IOT CONNECTIVITY CONTROL SERVICE (IOT CCS)

Enea and Fortinet have partnered to deliver a fast, 
secure, and flexible solution for mobile network 
operators to deliver highly profitable services 
and keep up with IoT customer demands. 

The Enea Aptilo IoT Connectivity Control Service™ 
(IoT CCS), is delivered as a service on Amazon AWS. 
Enea is handling the control plane and integration 
with the operator’s systems and has selected 
Fortinet’s secure SD-WAN for the data/user plane.

The solution combines the Enea Aptilo Service 
Management Platform (SMP) and the FortiGate 
next-generation firewall (NGFW), providing MNOs 
with an add-on IoT solution for both existing 
and next-generation 5G architectures.

AWS
Aptilo IoT CCS™

Add-on Service: An IoT 
policy control, security and 
automation layer on top of any 
existing and future mobile core, 
hosted on Amazon AWS.

Innovation: Enables mobile 
operators to offer creative IoT 
connectivity services adapted for 
each business customer. Delivered 
in days rather than months. 

Enables a unified and global 
secure IoT SD-WAN for each 
business customer.

Avoiding APN hassles: 
One APN routed to IoT CCS and 
then separated to many enterprises 
through Enterprise VPNs. One or 
many Enterprise VPNs per customer 
automatically provisioned via API.

Self-service: Mobile 
operators can provide customer 
web selfservices to manage 
IoT policies, security and VPNs 
using our extensive REST APIs.

IoT Security: Mobile operators 
can offer IoT security as a 
service powered by Fortinet’s 
next-generation firewalls.

Global connectivity: 
Mobile network operators can 
add international mobile operator 
partners to their IoT CCS instance 
and localize the eSIM (eUICC) 
when required. Operators will 
remain in control even if the 
device has been localized, with 
policy-based traffic breakout 
at AWS’ point of presence.

Most mobile operators’ core networks are purpose-built for traditional consumer mobile services and a handful of different subscrip-
tion types. They use a few predefined policies, which are not always suitable for Internet-of-Things (IoT) services.

IoT customers often need more flexible services and thus their own unique subscriptions; subscriptions with complex, dynamic 
connectivity and security policies. Furthermore, IoT business customers want to sit in the driver’s seat and manage their own secu-
rity and policies.

The ability to offer these kinds of instant, customized IoT connectivity services is therefore very challenging. In practice, it is nearly 
impossible to achieve these kinds of complex services in the current mobile core.

To keep up with IoT customers’ demands, we have seen mobile operators building a dedicated mobile core just for IoT. But is this 
really necessary and can the additional cost be justified? Is it even sufficient? One of Aptilo’s IoT Connectivity Control Service™ (CCS) 
customers, a Tier 1 mobile operator, stated that they couldn’t get the IoT connectivity management they needed even with a dedi-
cated IoT mobile core. It was not possible to deliver flexible and cost-effective global IoT connectivity services to their customers. And, 
just think about the additional cost of duplicating mobile core nodes and to scale for capacity in two places.

An IoT policy control, security and automation layer on top of what mobile operators already have

With Aptilo IoT CCS, and its Fortinet FortiGate firewalls as an integral part, mobile operators can add an IoT policy 
control and security layer for their IoT services on top of the existing mobile core and its subsystems. Best of all, it 
will work with the coming service-based 5G core (5GC) architecture. It also adds a lot of value to SIM connectivity 
management platforms and the existing global connectivity hub functionality offered by e.g. Ericsson IoT Accelerator. 

The Aptilo IoT CCS enables new and innovative IoT services. New kinds of IoT services that you have never seen before, in a 
matter of days rather than months and to a fraction of the alternative costs.

Experts in their fields

The Enea Aptilo SMP has been proven since 2001 in 100+ service provider deployments around the world to manage services on 
3GPP and non-3GPP networks. Fortinet is one of the top 3 global cybersecurity companies.



Operators can offer Managed IoT Security

Through the Fortinet FortiGate, Aptilo IoT CCS gets policy 
enforcement at the edge, routing, VPN management, device 
traffic filtering, protection against distributed denial- of-
service attacks (DDoS), limitation of the number of TCP 
connections, and more. The detection of anomalies is also 
part of the potential security protection in this tight 
integration between Aptilo and Fortinet platforms.

Multitenancy Private APN

Mobile operators offer Private APNs to their IoT enterprise 
customers, with the traffic terminated in an 
Enterprise VPN*. With Aptilo IoT CCS, they 
can take things one step further by 
providing a Multitenancy Private 
APN. Private, because we use Enterprise 
VPN between us and the enterprise 
network. Multitenancy, because mobile 
operators only have to extend one APN to Aptilo IoT CCS to 
serve all of their customers with a Private APN. 

Through their customer self-management portals, mobile 
operators can automate the setup of Enterprise VPNs and 
do not have to deal with the work of creating a unique 
Private APN for each customer. This can reduce their VPN 
onboarding process from many weeks to a few minutes 
handled by their customers instead of by expensive 
operations resources.

The operator’s IoT customers also get the benefit of being 
able to create as many Enterprise VPNs as they need and an 
APN change will not result in a need for updating the logic in 
the devices.  These VPN connections can also include the 
IoT customer’s trusted partners. With Aptilo IoT CCS, the 
customer gets a software defined wide area network 
(SD-WAN) rather than a Private APN.

Added security also for small businesses

For many smaller businesses, setting up a VPN is an 
insurmountable obstacle. Instead, they take their chances 
over the open internet.

Not anymore! 

With Aptilo’s and Fortinet’s integrated security solution, 
small businesses can get comprehensive filtering of traffic, 
sophisticated routing capabilities, and they’re also protected 
by the FortiGate Firewall. This will dissuade any lurking 
hackers from targeting them.

Firewall settings can be adapted to the unique needs of 
each customer. The self-management tools operators have 
built to make their IoT connectivity services into a “self 
playing piano” for their more advanced customers, can also 
be used in another way. The operator’s customer service 
can use it to help the small businesses with these settings.

Programmable Global IoT Connectivity

Mobile operators can add international mobile operator 
partners and global connectivity hubs to their Aptilo IoT CCS 
instance. 

Combined with their ability to instantly localize eSIM (eUICC), 
mobile operators can offer a truly global connectivity 
compliant with regulations and without roaming charges.

Through the Aptilo IoT CCS Multitenancy Private APN, 
operators can offer a secure and programmable 
international connectivity with optional breakout for selected 
traffic at the nearest AWS point of presence. This is a unique 
capability that is virtually impossible to obtain in the 
standard 3GPP core with home routing as the typical option.

IoT customers will get a unified IoT service, where e.g. even 
the IP-address of the device is preserved across different 
mobile networks also when a device has been localized.

*)  Not to be confused with client VPN. An Enterprise VPN is a connection toward the enterprise network that is always on. 
    A client VPN could well run through the enterprise VPN as well as out to a destination on the Internet.



About Enea 
Enea is one of the world’s leading specialists in software for telecommunications and cybersecurity. The 
company’s cloud-native products are used to enable and protect services for mobile subscribers, enterprise 
customers, and connected devices. More than 4.5 billion people rely on Enea technologies in their daily lives. 
Enea is headquartered in Stockholm, Sweden, and is listed on Nasdaq Stockholm. www.enea.com

SOME ENTERPRISE USE CASES ENABLED BY IOT CCS
Here we will discuss just a few typical Enterprise IoT 
connectivity use cases enabled by Enea Aptilo IoT CCS. 
For a deeper understanding of what a Hyperscale IoT CCS 
solution can bring to an mobile operator and to explore 
more use cases, please download our comprehensive 
white paper Hyperscale IoT Connectivity.  

www.aptilo.com/iot-wp

Forestry corporation - Domestic IoT Connectivity 

Let’s start with a forestry corporation as an example. 
They are in need of multiple connectivity options for their 
forestry machines with granular policy control; a secure 
Private VPN to their headquarters for location tracking 
of vehicles, reporting of cut timber, machinery hours, 
and more. In addition, a Private APN is established to the 
forestry machine manufacturers for software upgrades 
and to provide data for predictive maintenance. They 
also need firewall protected internet access for the 
machinery operator according to their corporate policies.

Aptilo IoT CCS, powered by Fortinet security, enables 
all this with customer self-management through 
integration with the mobile operator’s customer portal.

Utility company - Huge volume of simple devices

IoT is a volume game. Take a country-wide electric power 
utilities company as an example. They have hundreds of 
thousands, maybe 
millions, of simple 
electrical metering 
devices. The low-
cost devices have 
limited capacity for 
internal security 
features such as 
VPN tunnelling. The 
company also have to 
expose the devices 
physically in people’s 
homes and office 
buildings. The metering devices are therefore 
subject to potential hacking, fraud or sabotage.

There’s mostly a need for upstream connections to 
transfer electric usage data. The company also need 
to secure traffic from the device to receiving servers 
and detect unexpected data usage patterns.

Car manufacturer - Complex international IoT Connectivity 
A modern car has multiple on-board systems, 
provided by different partner vendors, that are in 
need of secure connectivity through Private APNs.

Car-2-Car communication requires low latency. Upload of 
extensive real-time analytics, require high upstream data 
capacity. Download of software or passenger entertainment, 
need high downstream data capacity. Car manufacturers 
may also need geographical routing rules, determined by 
device profile settings, to provide e.g. localized Internet. 

Global Coffee machine vendor - Massive gains in logistics

eSIM localization can be very useful for stationary things too. 

Take a coffee machine maker 
renting out their coffee machines 
to coffee shops globally as an 
example. They need a Private 
APN connectivity to handle 
Firmware upgrades, to get 
reporting and to get data for 
predictive maintenance. 

Use of local SIMs is a requirement 
in some countries, as permanent 
roaming is prohibit due to 
regulations or commercial 
reasons. Just imagine the cost 
savings using localization of eSIMs. They can have one 
unified eSIM configuration in their production and in stock 
rather than having to stock units for each individual country. 

By choosing an operator with global mobile operator 
partnerships, enabled by Aptilo IoT CCS, they can 
get a global SD-WAN. They will get this through one 
VPN connection instead of maintaining APNs with 
each local operator. All of the above means massive 
cost savings in logistics and less tied-up capital.


