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Enea Aptilo Solutions for IoT Connectivity

With Aptilo IoT CCS, a service with a pay-
as-you-grow model, mobile operators can 
rely on straightforward business planning 
and scaling of their IoT services.

Aptilo IoT CCS inherently also prevents 
churn. The auto-customization features 
mean operators will create competitive 
and profitable IoT connectivity services 
that are sticky because of the tight 
integration with their IoT customers’ 
businesses processes.

We have a long experience in large-scale 
policy control functions integrating with 
the mobile core and legacy systems, both 
from cellular- and non-3GPP networks like 
Wi-Fi.

We have leveraged this capability to create 
ground-breaking IoT connectivity control 
and security solutions for cellular and Wi-Fi.

The IoT solutions are primarily offered as 
customer dedicated instances through the 
public cloud. 

     
          

                

        
                
               

https://www.aptilo.com/
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Aptilo IoT Connectivity Control Service™(IoT CCS)

The unique, innovative, and award-winning 
Aptilo IoT Connectivity Control Service™
(IoT CCS) introduces a new solution 
category that has never been seen 
before—a hyperscale programmable layer 
for cellular IoT connectivity control, 
security, and automation. It is delivered as 
a unique instance per mobile operator, 
hosted on Amazon AWS. 

With Aptilo IoT CCS, mobile operators can 
innovate from the cloud and create new 
IoT connectivity services previously 
considered unthinkable. They can do so 
instantaneously and for a fraction of the 
alternative cost with our pay-as-you-grow 
service model.

https://www.aptilo.com/
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Aptilo IoT CCS enables operators to go 
beyond traditional IoT connectivity services 
and provide a secure, unified, and 
programmable global IoT connectivity. 

Through the o erator’s se f-management 
portals, they can allow customers to control 
authentication, security, policies, and global 
connectivity from a single user interface.

Manual setup of a secure Private APN 
connection (APN+VPN) typically takes 
wee s. With   ti o IoT    , the o erator’s 
enterprise customers can create as many 
private connections (VPN) as they need in 
a matter of minutes.

The mobile operator must only extend 
one APN through a secure IPsec tunnel to 
Aptilo IoT CCS and route the IoT traffic 
through this tunnel. Then they need to 
provide a standard Gi/SGi/N6 signaling 
interface to enable Aptilo IoT CCS to act as 
a “mo i e core” for IoT. 

Using the same APN name, they can add 
international MNO partners and provide a 
unified global IoT connectivity.

Aptilo IoT CCS -Architecture

https://www.aptilo.com/
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Both Control and Data / User Plane
We base the Aptilo IoT CCS control plane on the Aptilo Service Management Platform™
(SMP), which is widely used for multi-purpose management of user and device identification, 
policy, charging, provisioning and user notifications and engagement.  

The Aptilo SMP has been deployed in 100+ operators or AWS installations around the world to 
manage services on 3GPP and non-3GPP networks. Aptilo has partnered with Fortinet, one of 
the top 3 global cybersecurity companies, to provide the underlying packet core platform for 
the  ata   user   ane,  ase  on Fortinet’s Forti ate ne t-generation firewall product.

Learn more at our web-site about the different enterprise IoT customer use cases 
Aptilo IoT CCS enables

https://www.aptilo.com/
https://www.aptilo.com/cloud/cellular-iot-connectivity-management-and-policy-control/
https://www.aptilo.com/cloud/cellular-iot-connectivity-management-and-policy-control/
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IoT CCS –Multitenancy Private APN

Mobile operators offer Private APNs to their 
IoT enterprise customers, with the traffic 
terminated in an Enterprise VPN1. With 
Aptilo IoT CCS, they can take things one step 
further by providing a Multitenancy Private 
APN. Private, because we use Enterprise 
VPN between us and the enterprise 
network. Multitenancy, because mobile 
operators only have to extend one APN to 
Aptilo IoT CCS to serve all of their customers 
with a Private APN. 

Benefits for both MNOs and IoT customers
Through their customer self-management 
portals, mobile operators can automate the 
setup of VPNs and do not have to deal with 
the work of creating a unique APN for each 
customer. Our experience with the first 
Aptilo IoT CCS deployments shows mobile 
operators can reduce their VPN onboarding 
process from many weeks to a few minutes 
handled by their customers instead of by 
expensive operations resources.

The concept of using only one common APN 
is also beneficial for the mobile operator 
customers. If the customer needs to change 
the APN, then the IoT device logic may need 
updating. This is not a straightforward 
operation, especially for devices that are in 
remote locations. By using only one APN, 
Aptilo IoT CCS reduce the need for these 
critical updates because the one APN can 
point to multiple VPN connections.

Creating a global IoT SD-WAN
 o i e o erator’s  ri ate     offerings 
terminate through only one Enterprise VPN 
connection. 

With Aptilo IoT CCS, mobile operators can do 
away with this limitation. The IoT enterprise 
customers can create as many VPN connec-
tions as they need. These VPN connections 
can also include trusted partner networks. 
For instance, an automotive manufacturer 
may want to send data to a manufacturer of 
batteries, suspensions, etc. The mobile 
o erator’s IoT customer gets a software 
defined wide are network (SD-WAN) 
rather than a Private APN. 

IoT devices that are roaming through partner 
networks are, of course, also included in this 
SD-WAN. To provide global connectivity with 
local subscriptions, mobile operators can add 
international MNO partners, or the global 
connectivity hub functionality offered by e.g. 
Ericsson IoT Accelerator, to their instance of 
the Aptilo IoT CCS service. Thanks to the 
policy-based IP assignment and central 
security and policy control, operators can 
deliver a unified IoT service across all these 
cellular networks. They can maintain this 
control even for eSIMs that they have 
localized to an international MNO partner.

1) Not to be confused with client VPN. An Enterprise VPN is a connection toward the enterprise network that is always on.
A client VPN could well run through the enterprise VPN as well as out to a destination on the Internet.

MNO
One APN

Enterprise VPNs

 artner    ’s
and 

Connectivity hubs

IPsec

One APN, routed to IoT CCS and then 
separated to many enterprises.

https://www.aptilo.com/
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Aptilo IoT CCS is inherently secure by 
extending the enterprise perimeter with a 
secure SD-WAN type of functionality, 
enabled by Fortinet. Enterprises do not 
have to make their own investments to 
secure their IoT devices and applications.

With Aptilo IoT CCS, which includes 
Fortinet’s Forti ate ne t-generation 
firewalls as an integral part, the mobile 
o erator’s customers can manage their 
own IoT security

• An extra layer of authentication of devices, 
controlled by the end-customer.

• Policy enforcement at the edge.

• VPN management (multiple tunnels per device 
is possible)

• Policy-based IP assignment and routing.

• Set specific policies per enterprise and/or 
device and group of devices.

• URL, APN, IMEI and Location lock.

• Device traffic filtering; source/destination IP, 
protocol, ports, etc.

• Customers can quarantine suspicious devices.

• Intrusion prevention and detection of traffic 
anomalies.

• Protection against distributed denial-of-service 
attacks (DDoS).

• Limitation of data usage per device, number of 
TCP connections, etc.

Mobile operators can offer their customers 
a flexible self-managed IoT security with 
the ability to steer selected traffic through 
Private APN connections (APN+VPN) or to 
the Internet, while protected by FortiGate 
next-generation Firewalls.

As mentioned, this granular control and 
security can also be obtained for devices 
that have been localized using eSIM. This is 
something new and ground-breaking, as 
until now, a localized device could be 
regarded as a lost customer.

Aptilo IoT CCS -Security

Operator
Managed
IoT Security

https://www.aptilo.com/
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Is Aptilo IoT CCS Something For You?

If you are an IoT Connectivity provider 
(MNO/MVNO) and want to test what 
  ti o IoT     can  o for  ou,  on’t 
hesitate to contact us. 

We can easily provide a proof-of-
concept from the cloud. Welcome to a 
new era in IoT connectivity innovation!

https://www.aptilo.com/contact-us

PoC

https://www.aptilo.com/
https://www.aptilo.com/contact-us/
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Aptilo Zero-touch Wi-Fi IoT Connectivity 
uses existing device certificates to auto-
authenticate and connect Wi-Fi IoT 
devices to a Wi-Fi network. Devices will 
securely auto-connect to the Wi-Fi 
network when switched on for the first 
time and will continue to auto-connect as 
required. 

The solution interfaces with IoT 
platforms, currently Amazon Web 
Services (AWS) IoT Core, for access to 
databases with x.509 certificates, used 
for secure management of the device. 
If the certificate matches, the device is 
granted access to the secure 802.1x Wi-Fi 
network through EAP-TLS authentication.

A prerequisite is that the device is trying 
to connect to a ZeroTouch SSID or 
Passpoint service. Aptilo is actively 
working with IoT chipset vendors to 
implement this as a default behavior.

We only use standard technology. We 
also have no patents and encourage the 
whole industry to follow suit.
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Aptilo Zero-touch Wi-Fi IoT Connectivity™

Learn more

“Customers are looking for a solution that can 
help them deliver IoT services effectively. With 
Aptilo’s IoT connectivity solution, Wi-Fi becomes 
scalable, seamless, and secure.”

Tim Mattison
Global Technology Lead, IoT Partners, Amazon Web Services 

Secure Auto-Connect
of Wi-Fi IoT Devices

https://www.aptilo.com/
https://www.aptilo.com/cloud/zero-touch-wifi-iot/
https://www.aptilo.com/cloud/zero-touch-wifi-iot/
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About Enea
Enea is one of the wor  ’s leading specialists in
software for telecommunications and cybersecurity.
The com an ’s cloud-native products are used to
enable and protect services for mobile subscribers,
enterprise customers, and connected devices. More
than 4.5 billion people rely on Enea technologies in
their daily lives.

Enea is headquartered in Stockholm, Sweden, and is
listed on Nasdaq Stockholm.

About Enea – Aptilo Product Line
Aptilo, a product line of Enea, is one of the wor  ’s
leading providers of Wi-Fi service management
solutions and an innovator in cloud-based IoT
connectivity control services. The company has
delivered software and services to more than 100
operators that serve tens of thousands of enterprise
customers, and hundreds of millions of end-users
and devices.
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